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Getting Started




Installing the Swann Security App
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Swann Security
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Search and download the latest version of the Swann Security app
using the Google Play™ store app on your phone.

Swann Security

After the Swann Security app is installed on your phone,
the Swann Security app icon appears on the Home or Apps screen.
To open the Swann Security app, tap the app icon.




Creating your Swann Security Account

Welcome to Swann
Sign in or register

Your email address

Your password LSS

Remember me

Forgot Password?

Not yet registered? Register

By using this app you agree with the Terms of Service

Please read our Privacy Policy

Open the Swann Security app and tap Not yet
registered? Register.

Let's get started.

First name

Last name

Enter your first and last names, then tap Next.
This helps us verify your identity if you contact us for
assistance with your account or device.

Is this where your
devices are?

740 Lorimer St, Port Melbourne VIC 3207,
Australia

A Q
Lorimer St %
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UsG Boral @ ' 8
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Google

If Location (GPS]) is turned on for your phone, your
approximate address based on your phone's current
location is automatically shown.

If Location (GPS) is turned off, you can enter your
address manually on the next screen.

Tap >.

Where are your devices
located?

740 Lorimer St

Port Melbourne 3207

Victoria Australia

Enter your device address (if Location is off] or make
any changes to the auto-populated address fields if
necessary, then tap >.

This helps us personalize your experience on the
Swann Security app and other Swann services.

(Continued on the next page)



Creating your Swann Security Account

< > < Cancel

Where did you buy your Last Step.
Swann device?

Email Address

Enter a password &
Harvey Norman Bunnings
Costco Jaycar Kogan
e (. Please confirm password )
Stay in touch with the latest news from Swann
Learn how you can help make your local
community safer
By using this app you agree with the Terms of Service
Please read our Privacy Policy
Select the place where your Swann device was Enter your email address, desired password (between
purchased, then tap . 6 - 32 characters), and confirm the password.

Read the Terms of Service and Privacy Policy, then
tap Register to agree to the terms and create your
account.

Welcome to Swann
Sign in or register

johnsmith@swann.com

Stay secure. | ©

Remember me

Please go to your
email and verify

your address. [ sonin ]

Forgot Password?

Not yet registered? Register

By using this app you agree with the Terms of Service

Please read our Privacy Policy

Go to your email inbox and open the link in the After activating your account, you can sign in using
verification email from Swann Security to activate your Swann Security email address and password.
your account. If you can’t find the verification email, Note: Select the Remember Me checkbox to save

try checking your Junk folder.
Tap Next to return to the Sign In screen.

your login credentials so that you don’t have to sign
in every time you open the app.




Pairing your Device
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Pair Device
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Capture Playback Live View Record

If this is your first time pairing a Swann device, tap
the Pair Device [ button.
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John Smith

Profile

Device Settings

Pair Device

Recordings
Dropbox
Notifications
User Manual
About
Support

Sign Out

If you want to pair a second or subsequent Swann
device, open the Menu = and tap Pair Device.

< Pair Device

Let's Get Started!

To pair your Swann Security System,
please ensure to

(D Power the device

Praney . .

& Connect to a reliable internet source
@ Allow a minute to connect

E Connect your smartphone to the
same network

Network Scan

Before you start, make sure your Swann device is
powered and connected to your internet router.
Refer to the Quick Start Guides included with your

Swann device for installation and setup instructions.

Tap Network Scan to proceed with the device
pairing.

< Pair Device

Searching for a Swann system on your
network.
Please wait...

Not seeing your Swann device? Please
connect your smartphone to the same

network or try to

The app scans your network for Swann devices
which you can pair. This can take up to 10 seconds.

If your Swann device (e.g., DVR) is not detected,
make sure your phone is connected to same network
(i.e., same router via Wi-Fi) as your Swann device.

(Continued on the next page)


https://support.swann.com/floodlight-camera-installation-B1ro1dOuE

Pairing your Device

< Pair Device < Edit Device Save

John's Swann DVR Login Type Device ID

of{o]
Device ID E% XEPTSPRCS255DF18113C

Media Port 9000
User Name admin
Password

Channels

12 3 456 7 8 90

gwer tyuiop

asdf gh j kI

Not seeing your Swann device? Please G Z X ¢ V b n m &

connect your smartphone to the same
network or try to 7123, . @

If you have one Swann device only, the app will Enter the device password which is the same
automatically proceed to the next screen. password you use to log into your Swann device
locally. This is normally the password that you
created when first setting up your Swann device
using the integrated Startup Wizard.

If the Swann Security app finds more than one
Swann device on your network, select the device
you want to pair.

< Edit Device ( Save ] Pairing Manually

Login Type Device ID

Not seeing your Swann device? Please

Device ID gﬁ XEPTSPRCS255DF18113C « connect your smartphone to the same
' network or try to

Media Port 9000

If your phone is not on the same network, you
User Name admin can pair your Swann device remotely.

Tap Pair Manually, then:

Password e Enter the Device ID. You can find the Device
ID on the QR code sticker located on your

Channels Swann device, or

12 3 45 6 7 8 9 0 e Tapthe QR code icon % and scan the QR

. code sticker located on your Swann device.
qwertyuloop After that, enter the device password which is the
K | same password you use to log into your Swann

device locally and tap Save.

a s df gh j

& z x ¢c vbnmE

7123 : @

Tap Save to finish pairing your Swann device with
the Swann Security app.
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About the App Interface




Live View Screen - Multicamera View
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Open the menu where you can edit your account profile, manage device settings, pair a new device, view app
notifications, and more. See "Menu" on page 14.

The red notification dot indicates the number of unread motion notifications. The dot will disappear once no unread
notifications remain on the Notifications screen. For more information, see “Notifications screen” on page 18.

Toggle the camera layout of the viewing area between list and two-column grid views.

The camera (channel) name.

The viewing area.

e Scroll up or down to see more camera tiles.

e Double-tap a camera tile to watch live video on a separate single-camera screen with extra functionality
such as snapshot and manual recording. See "Live View Screen - Single Camera View" on page 11.

If the camera has the spotlight function, the bulb icon is displayed to let you easily turn on or off the camera’s

spotlight.

Display a popup menu with the Capture All option. You can quickly capture individual snapshots of each camera
tile in the viewing area. You can find your snapshots on your phone’s internal memory in the “swannsecurity/
images” folder.

Display the Playback screen where you can search and playback camera recordings with timeline visualization
directly from your Swann device storage. See "Playback Screen - Multicamera View" on page 12.

The Live View tab. The icon is highlighted when in use.

Display a popup menu with the Record All and Stop All options. You can record all cameras in the viewing area
at the same time to your phone with a single tap. You can find your app recordings in Menu > Recordings.



Live View Screen - Single Camera View
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Return to the Live View multicamera screen.

The camera (channel) name.
The video window. Swipe left or right to display the previous or next camera. Turn your phone sideways for
landscape view.

If the camera has the spotlight function, the bulb icon is displayed to let you easily turn on or off the camera’s
spotlight.

The highlighted bar indicates which camera channel (ascending numerical order - channel 1, channel 2, etc] is
currently being viewed.

Tap to capture a snapshot. You can find your snapshots on your phone’s internal memory in the “swannsecurity/
images” folder.

Display the Playback screen where you can search and playback camera recordings with timeline visualization
directly from your Swann device storage. See "Playback Screen - Multicamera View" on page 12.

Return to the Live View multicamera screen.

Tap to record a video clip. Tap again to stop the recording. You can find your app recordings in Menu >
Recordings or on your phone’s internal memory in the “swannsecurity/record” folder.



Playback Screen - Multicamera View
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Capture Live View Record

Open the menu where you can edit your account profile, manage device settings, pair a new device, view app
notifications, and more. See "Menu" on page 14.

Toggle the camera layout of the viewing area between list and two-column grid views.

The number of recorded camera events on the specified timeline date available for playback.

The viewing area.
e Scroll up or down to see more camera tiles.

e Tapacamera tile to select it and show the corresponding graphical event timeline. A yellow border
appears around the camera tile that you have selected.

e Double-tap a camera tile to watch live video on a separate single-camera screen with extra functionality
such as snapshot and manual recording.

The device name and currently selected camera’s channel number.

The Previous month, Previous day, Next day, and Next month navigation arrows to change the timeline date.

The selected camera's (yellow border) corresponding graphical event timeline. Scroll left or right to adjust the
time range and select the precise moment to start video playback using the yellow timeline marker. The green
segments represent recorded motion events.

Tap the corresponding button to play previous recorded event, rewind (tap repeatedly for x0.5/x0.25/x0.125
speed), pause/resume, fast-forward (tap repeatedly for x2/x4/x8/x16 speed), or play next recorded event.

Tap the corresponding button to display the Capture All option to take snapshots, return to Live View, or display
Record All option to record all cameras currently being playback in the viewing area at the same time to your
phone. You can find your snapshots and recordings on your phone’s internal memory in the “swannsecurity/
images” and “swannsecurity/record” folders.

12



Playback Screen - Single Camera View
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Return to the Playback multicamera screen.

The selected camera’s corresponding graphical event timeline. Drag left or right to adjust the time range
and select the precise moment to start video playback using the yellow timeline marker. The green segments
represent recorded motion events.

The video window. Swipe left or right to display the previous or next camera channel and corresponding event
timeline. Turn your phone sideways for landscape view.

The number of recorded camera events on the specified timeline date available for playback. To view recordings
for a different date, go back to the Playback multicamera screen and change the timeline date.

Tap the corresponding button to play previous recorded event, rewind (tap repeatedly for x0.5/x0.25/x0.125
speed), pause/resume, fast-forward (tap repeatedly for x2/x4/x8/x16 speed), or play next recorded event.
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Q Device Settings
o Pair Device
e Recordings

e Dropbox

Q Notifications

0 User Manual

© Avout
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@Sign Out

Update your profile name, account password, and location. For more information, see "Profile Screen” on page
15.

View technical information and manage general settings for your devices such as changing device name.
For more information, see "Device Settings: Overview" on page 16.

Pair Swann devices with the app.
View and manage your app recordings.
Connect Swann Security to Dropbox and use cloud storage for your devices [if supported on your Swann device).

View history of motion detection notifications and manage notifications from the app.

Download the app user manual (PDF file) to your phone. For best viewing experience, open the user manual
using Acrobat Reader (available on the App Store or Google Play).

Display the Swann Security application version information and access the terms of service and privacy policy.
Open the Swann Support Center website on your phone’s web browser.

Sign out of the Swann Security app.



Profile Screen

£ Profile

O
S

John Smith

John Smith oD
Your password m

706 lorimer st, port melbourne
port, 3207, australia m

Remove Account

Tap to edit your name.
Tap to change your Swann Security account login password.
Tap to change your address.

Swipe left and tap the Bin button to delete your Swann Security account. A confirmation link will be sent to
your registered email address. Open the link to confirm that you want to permanently delete your account.




Device Settings: Overview

4 Device 4 Device

0= o =] )

Smart Security System Smart Security System

OVERVIEW TECH SPECS OVERVIEW TECH SPECS

John s Swann DVR

¢ Device is

Channels

CH 6:Channel 6

CH7:Channel 7

CH 8:Channel 8

CH1:Garden

CH 2:Front Gate

Remove Device

CH 3:Back Entrance

CH 4:Front Door

The type of Swann device paired.

Tap to go directly to the Live View screen.

The current name of your device. Tap the Edit button to change it. If you rename the device name in the app, it
will also be automatically reflected on your Swann device interface.

The current connection state of your device.

Scroll up or down the Channels area to view more camera channels available on your device.
Tap the Edit button of the corresponding camera channel to change its name. If you rename the camera
channel in the app, it will also be automatically reflected on your Swann device interface.

To remove (unpair) the Swann device from your account, swipe left, then tap the Bin button.




Device Settings: Tech Specs

< Device

00 e==

Smart Security System

/

OVERVIEW TECH SPECS
q Manufacturer Swann
q Model DVR8-4580V
q Hardware version DM-307
q Software version Vv8.1.0-20190411
é Mac address BC-51-FE-OF-14-01
¢ Device P2P identifier = XEPTSPRCS255DF18113C
é Installation date 2019-05-08

The device's manufacturer name.
The device's model code.
The device's hardware version.

The device's software version.

The device's MAC address—a unique 12-character hardware ID assigned to the device so it is easily identifiable
on your network. The MAC address can also be used to reset the password on your device locally (available for
certain models only. Refer to your Swann device's instruction manual).

The device ID. It is used to pair the device with your Swann Security account through the app.

The device's installation date.




Notifications screen

< Notifications
e Device:XEPTSPRCS255DF18111A Alarm

0=
Type:Motion Detection
Time:2019-05-08 16:46:59
Channels: CH:1

Device:XEPTSPRCS255DF18111A Alarm

Type:Motion Detection d
Time:2019-05-08 16:46:57 UNISS
Channels: CH:3

Display the menu options to manage device notification settings and clear the notifications history.

There are two ways you can be notified when there is motion activity:

e When the app is open in the foreground, you are alerted to new motion events within the app in the
Notifications area as shown above. Unread notifications will be marked by the "Unread” label.
Tap on a notification to go directly to the Live View screen of the associated camera channel. This also
clears the "Unread” label.

e When the app is running in the background, motion alerts will be sent as push messages to your phone.
Check your phone’s notification panel.

Note: The Notifications feature is not enabled by default. To receive in-app alerts and push messages from
Swann Security, the Push Notifications setting in the app must be turned on. See “"Enabling or Disabling Push
Notifications"” on page 20.







Enabling or Disabling Push Notifications

John Smith

Profile
Device Settings

Pair Device

Recordings

Dropbox

Notifications

User Manual

About

Support

Sign Out @

Record

Open the menu and tap Notifications.

< Notifications

Tap the Gear ! icon at the top right.

< Set Push Notification

XEPTSPRCS255D 1 oN
F18113C -

OFF

To receive notifications from Swann Security, make
sure the Push toggle switch is On for your Swann
device.

If you want to stop receiving notifications from
Swann Security in the future, simply turn off (swipe
left) the Push toggle switch.

20

For Swann DVR/NVR devices:

Motion

Channel Push v

o

CH2

CH3

CH4

After enabling notifications on the app, go to
DVR/NVR Main Menu > Alarm > Detection > Actions
and make sure the ‘Push’ option is ticked on the
corresponding camera channels for which you want
to receive Swann Security app notifications, as
shown above.



Frequently Asked Questions

| have forgotten my Swann Security account password. How do | reset it?

Tap the “Forgot Password” link on the Sign In screen of the Swann Security app and submit the email address that you
used to create your account. You'll shortly receive an email with instructions on how to reset your account password.

Can | access my devices on another phone?

Yes. Just install the Swann Security app on your other phone and sign in using the same Swann Security account
credentials. For privacy, make sure to sign out of the app on any secondary devices before switching back to your
primary phone.

Can | register my devices to another Swann Security account?

A device can be registered to a single Swann Security account only. If you want to register the device to a new account
(for example, if you want to give the device to a friend), you'll first need to remove the device (i.e., unpair] from your
account. Once removed, the camera can be registered to another Swann Security account.

Where can | find the snapshots and recordings captured using the app?

Your snapshots and recordings are saved to your phone’s internal memory in the “swannsecurity/images” and
“swannsecurity/record” folders.

How do | get alerts on my phone?

To receive notifications from Swann Security when motion activity happens, simply turn on the Notifications feature in
the app. For more information, see "Enabling or Disabling Push Notifications"” on page 20.

21




The content in this manual is for information purposes only and is subject to change without notice. While
every effort is made to ensure that this manual is accurate and complete at the time of publication, no liability

is assumed for any errors and omissions that may have occurred. For the latest version of this user manual,
please visit: www.swann.com

Google, Android, and Google Play are trademarks of Google Inc.

© 2019 Swann Communications

Swann Security Application Version: 0.9.6
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